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TERMS OF USE AND NON-DISCLOSURE ADDENDUM

THE TERMS OF USE AGREEMENT (“Agreement”) is entered intw between Manitou Springs School District
(“Disirict14") and M&f ("hereinafter referred to as "The Vendor®). Hereafter, each may
he referred to in the singular as, the "Party” or coltectively, as the “Parties” in this Agreement.

WHEREAS, The Vendor by and through namc and product(s) _,S.ﬂ:r‘i?‘-)éu
acknowledges and understands that District 14 is required to safeyuard the privacy of its students’ educational
records in a manner consistent with the mandates of:
A. FERPA (The Family Educational Rights and Privacy Act ), 20 US.C. § 1232g and the applicable
regulations promulgated thereunder.,
B. The Colorado House Bill 16-1423 (Student 1ata Transparency and Security Acl) and the applicable
regulations promulpated thereunder.
C.  COPPA (Children's Online Privacy and Protection Act, 15 U.S.C. 6501-6505

WHEREAS, The Vendor agrees that any informaticn given to it by District 14 in order to perform its services (such
as passwords, E-mail addruesses, student demographic data, or finandial dala), whether provided through electrunic
transfer or on physical drives, is the sole property of District 14. Any discovery of information by the Vendor
through accessing personal E-mail, personal files, all privacy act informalion, images etc. during the execution of
Vendor's work remains confidential.

WHEREAS, The Vendor acknowledges and halds harmless District 14 in publishing a list of vendors on its public
website in non compliance with these terms of use. District 14 will comply with all state laws in reporting vendors
in nun-compliance, to include reporting Lo the Colorado Bepartment of Education lor publication an their public
website. Changes to Vendor’s practices, Privacy Policy, or End User License Agreement that conflict with cxisting
slatules may result in immediate termination of any vendor contract with District 14.

DEFINITIONS
A, "Student Personally Identifiable Information™ (Student PI) means information that, alone or in wmbization,
personally identifics an individual student or the student’s purent or fumily., und that is onllected, maintained, generated. or
inferred by a public cducation entiry, either dircaly or through a school service, or by 2 school ervice cuntract provider uc
schuul service un-demand provider.

B. "Aggregan dam” means data colloutad i repuried al the proup. cohort. or instinsgional lesel that is uggregled
using protwcols that are effective for preserving the ananymity of each individual included in the dam.



€. "Destry® means 1o overwrite data. or usc smther cffective method of data destruction, s necessary lo render the
data permanently ineticyihle from every duts storage region in whick il may be stored. Destroying data ducs ot reqguite an
entity 1o physically destroy disc drives. servers. or other data storage-reluted handware.

D. "Targeted advenising” meuns scelecting and sending adventisements W a student hased on iaformation obtzined o
inferred wver Gime from the siudent’s online belavior, use of applications, or pervomdly identifiable information. targetcd
advenising™ does nol include:

i,  Advenising o a student:
1. Atan oalinc localiun bsed un the student’s current visil W that locatian or in response to the
Stuckenl's reguest {or Information or feed ek ;

2. Without the collection and retention of @ student's online activitics over time;
Aduptive leaming, personalized Ieaming, or custumized education: ar
With the consent of 2 studem or the student’s parent. using the student's penusidly identiftuble Information
lw identify for the student institutions of higher education or scholarship providers hat are secking students
who mect specific cnitera,
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TERMS AND CONDITIQNS

Transparency

The Vendor shall provide clear infarmation that iy understandable by a layperson about the clements of student personally idenlifiable
informution that the Vendor coflects, 1he learning purpose fur which the Vendor coffecty the student personally identifiable
informmiion. und how the Vendor uses and shrres Lhe student personally identifishle information. The information must include all
student persanully identifiable information thut the Vendor collects regardiess of whether it is inltlally collected or ultimutely heid
individumlly urin the agerepate. The Vendor shall pruvide the infammation t Distriet 12 in a formo that is easily acvesyible through o
wehsite, with the knowledze that Disticr 13 will pust this infurmation on their public websile. The Vendor shall updaie 1he
information i nevessury W maintain securacy. The Vendor shall provide clear netice 1o Thivrict 14 belore making material clampes W
s privacy policy for school services contracted hercin, T he Vendor shall lacilitaze aceess 1o and cornection of amy facnaally insccurate
student personlly identifiable information (L) for District 14 at the request of e affected student ur his or her parent,

Use of data.
(12 The Vendur may colleet, use. and share studend, persunally identifiable infoenmation unly Tur the purpases authorized in the
contract hetween e partics in this agreement and/or with e cumsent of the student who is the subject of the Informasion or The
student’s parent,
{h) The Veadar must ublain the consent of the stadent or the student's parent before using “udent persomally identifiable infarmativn
in a mannct that is maerially inconsistent with the Vendor's privacy policy or materially inconsistent with the contmer heraeen the
partics that applics 1o the cullection of the sudent persorstly identiltuble Information.
(¢) The Vendor will nut make usc of andéor puhlich, disclose or vibenvise disseminaie any of the pusswords, student information,
siudent performance data, or fimnciul datn supplicd and/or data sloread un Lhe District 14°s equipmeni tw a third party.
(2) The Vendor shall nut:
(2} Seil student persosylly identiliable information: esceps that this peohibitiva docs nat apply 1o the purchase, merper, or other gype of
acquisition of the Vendar, ar any assets of the Vendor, by anosher entily, su luug as the successor entity continucy (0 be subject to Lhe
provisivas of this contract with respert (o student personally identifiable infonmation that the Vendor acquired w hile subject W Lhe
provisions of this amicle;
{b) Usc or share student penumdly identiltable information for purposes of targeted advertisiag w students; or
{c) Use student personally idertiffable information to create a personal proftle of a student other than for suppurting purposcs
authorized by the eomracting public education entity or with the eonwent of the student or the sudent's parenl,
{31 Nerwithaanding any provision of parzgraph (b) | subsection (1) or of subseciion {2) of this sectivn W Lbe 2 cuntrany:
{2} (i) The Vendor may use or disclose student perconally ientifiable information o
(A) basure legal or regulutory compliance or after pre-approval from the distries take provavtivns against lighility:
(18 Respond (o or participate in the judicial procoyy:
(C) Urutect the suefety of users ar athers on the Vendur®s website, online service, anfing application. ur mobilc
application: or
(11 Inv estiguie n maoer related to puhlic safety,
(1) If the Vendor uses or discloses siudemt peronally jdenlifiable information as allowed in subparugraph (3) of this
panmgraph (), the Vendor shall notify District [-2as soun i possible after the use or disclosure of the information.
{b) The Vemdoe may use, or disclose student perssally identifialic infunmution W, a subconincor only if the Yeodor
contractually royuires Lhe subconiractor 1o comply with this conim in its eatirety to include CO HR 16 1323 sections 22-16-
[0R through 22 22 16§11, The pruvisions of this parmgragh (b} apply o the ability uf an initial or subsequent subeontzacioe
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to further subcontract, If 1 2istricy 14 determines that an initial or subncyuent subcontractor has commitied i mraterial breach of
the contract that involves the mivne ur umauthorized relcase of student personally identifiable infurmestion, District 14 shall
termimate the contract with the Verdor, except that District |4 is not rajuined 1o terminate the contrac if i Vendor
\erminales Lhe contrct with the subcuptnector as soon as passible after the Vendor knows or has exsan 1y know of the Initial
ur subsequent subcontractor's malerial treach.

(3} For purpases of this scetion and section “data destruction”, a student may cunsent o the use, sharing, or relention of the
student’s siudent personally identifisble infuemation only if the tudent is at least cightoen vears of age or legally
emmncipated.

Data Sccurity and Data Destruction
(1) The Vendur shatl maintain 2 comprehensive informution security progrm that is rasombly desfgned 1o prosees the scourity.
privacy, cuafidentiality, and iniegrity of sudent persosally identifiable Information. 1 he information security program must mrike e
of appeupriale administrative. technalogical, any phy sica! sufeguards.
(2} During the Lerm of a contract hetwecn the Vendor i District 1. If District 12 naguests destruction of b student’s student
personally ideatiftable information collected, penerated. or inferred as 2 result of the cuntruct. the Vendor shall destro the infurmtivn
as snon i practicable after the date of the reyuest unfess:

(3) The Vendor obtains the consent of the student or Lhe Stikdent's narent 10 rétain the student’s student personall v idemifiable
information; ur

(b) The student bas transferred 10 anuther public education cniity and the receiy ing public education entity has regoested that
the: Vendor retain the student's student penormlly identifiable informarion.
(3) Following the termination or conclusiun of Lhis cuntract. Lhe Vendor shall, within the time period specified in the contract. destruy
all stndent personally identifiable infunmuliun collected. generated, o infermed as 3 nsult of the contreet. IF the oomitekt does aot
specify a peried for destruction of student persomaly identifiable information, the Vendor shall destroy the information whea the
information i no lunger needed for the purpose uf e cuntract hetween the Vendor and District 14, The Veador shall nulily District
130l the dute upun which all of the sdent penomuly identifiable information iy dostroved,
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